
BY JAKE MCDONALD

As “financial technology” moves from back office to a front and center player in small business 
lending, this article looks at the explosion of alternative funding sources now available to small 
and medium-sized enterprises.  

Financial Disintermediation – The New Consumer and SME Lenders

 Rising from the morass of the 2008 financial crisis, the financial technology industry 
(fintech) has grabbed the reins of banking and lending and has been gaining market 
share each year, 

particularly with small 
business and individual 
borrowers. Grappling with 
regulatory pressure to 
reduce balance sheets 
and avoid heightened 
regulatory oversight 
themselves, large banks 
have not picked up their 
lending to small and 
medium enterprises 
(SMEs) and ceded this 
market segment, while 
the fintech industry has 
expanded their market 
share and matured and evolved their offerings. Fintech saw a veritable explosion in 2015 with 
enormous amounts of money being invested in platforms that tap into the need for access 
to capital and a preference for online application. Vastly improving the weeks-long online 
application processes common since the mid-1980s, creditworthiness was now assessed 
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within seconds using big data and proprietary algorithms. 
No longer a small, complementary piece of the main 
traditional lending marketplace, fintech has established a 
significant and permanent place in the lending market for 
consumers and small businesses. 

This article looks at SME “alternative funding” sources 
– SME loans, equity crowdfunding and peer-to-peer 
funding, as well as invoice factoring and merchant cash 
advances. Future articles will address the diverse range 
of fintech innovation and disruption of financial services, 
advances like virtual reality and blockchain technology, 
cybersecurity and regulatory challenges, and how the 
banking industry can regroup to compete.  

SME Loans

While traditional bank lending uses the status quo 
credit scoring model to judge creditworthiness, fintech 
employs a new paradigm that uses real-time business 
data (think monthly revenues and profit margins among 
various data points on an applicant) pumped through 
various proprietary models loaded with algorithms to 
determine if loans will be approved – all within a matter 
of seconds. The new paradigm may be changing the 
pace of the loan approval process in the same way 
using computer-based loan applications changed the 
speed of lending in the 1980s. That being said, a bank’s 
usual lending process often takes days to weeks, and 
they lose the lending game to potential borrowers 
before they even arrive at a decision. 

Modern fintech companies like Kabbage (venture funded) 
and OnDeck (publicly traded) offer the alluring scenario 
of simple, hassle-free business loans with streamlined 
and secure online application and quick turnarounds –
decisions in seconds to minutes and funding sometimes 
within 24 hours. Interest rates provided by fintech may be 
higher than banks due to their higher cost of funds but 
are less of a factor to the borrowers than the availability 
of capital and speed of process. Especially for start-ups 
and small businesses with critical cash flow needs, these 
lending sources are a lifeline to capital. 

Peer-to-Peer 

Peer-to-peer (P2P) scenarios allow small businesses to 
borrow from individual investors without a traditional 
financial intermediary. P2P platforms are not lenders 
but act as matchmakers between the borrowers and 
the lenders/investors by providing the online platform 
and tools that facilitate the borrowing process and the 
lending lifecycle. Companies like Lending Club (the 
first P2P lender to register as securities with the SEC), 
Funding Circle (venture funded) and Prosper (personal 
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Hedging of Foreign Exchange Exposures 
June 22, 2017
12-1 p.m. CDT

We will review the common methods which 
can be used to hedge foreign exchange risks, 
including a review of strategies involving 
interbank forwards and exchange traded 
instruments (futures and options). We will also 
point out some of the pitfalls which can come 
with “turnkey” OTC programs.

Who Should Attend? Management and those in 
governance charged with the management and 
oversight for a company’s borrowings, hedging, 
and net interest margin strategies.

Wellbeing Benefits: What’s Out, What’s In and 
What’s On the Horizon 
June 27, 2017
1-2 p.m. CDT

Employers are stepping up their game to 
create the best and healthiest businesses 
and attract and inspire millennials in the 
workplace, along with other employees. 
Paramount to a winning strategy is developing 
a wellbeing culture. Attend this webinar to find 
out which wellbeing programs employers are 
conducting less often, which  programs they 
are replacing them with and why.

Who Should Attend? Human resources 
executives and anyone responsible for 
managing employee health and wellbeing 
programs, CFOs and CEOs. Employers of all 
sizes are welcome to attend. 
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loans, transaction based) offer advantages for small 
businesses because they may not have the same equity 
requirements as traditional lending. Investors are drawn 
to P2P lending as the investment amounts can be small 
and can be spread among multiple borrowers for a 
portfolio effect. Another draw is that they tend to offer 
quick returns on investments, which traditional markets 
may not be able to provide due to low interest rates and 
stagnant government bond performance. 

As with SME loans, P2P lending terms are usually short-
term (three to five years) and often are employed to 
provide cash flow for businesses or consolidate debt for 
individuals. Borrowers list their loan request online, are 
vetted by the platform for creditworthiness and once 
the loan is fully funded by investors, the loan amount 
is dispersed. 

Equity Crowdfunding

Equity crowdfunding (capital markets) offers 
startups and existing SME businesses loans through 
contributions from a large number of individual private 
investors who in return become a shareholder in the 
business. This is the space traditionally occupied by 
angel investors or the friends and family rounds of 
funding. Examples of some of the more reputable 
U.S.-based online equity crowdfunding platforms are 
OneVest, Crowdfunder and FoundersClub. 

Investors enjoy the role of venture capitalist and often 
have a choice of companies to fund. The future value of 
shares is determined by the success of the companies 
backed. Follow-on funding for successful companies 
is usually sought from other sources. This type of 
funding places the assessment and due diligence on 
the investors who may not be qualified or competent 
to properly evaluate a good investment from a bad 
investment. Only recently have regulators allowed equity 
crowdfunding. Guidelines surrounding such investing are 
in the early stages and are expected to evolve as this 
type of investing matures. To date, no high-profile failure 
or fraud has been reported to serve as a lesson or trip a 
movement to tighten up the crowdfunding method with 
more protections.  

Invoice Factoring

Invoice factoring keeps cash flow stable by selling 
invoices to a third party at a discount. This type of 
revenue-based finance has been available for a long 
time and has always been an option for large companies 
and those in certain industries with receivables from 
companies with strong credit capacity. Companies like 
BlueVine, Dealstruck and Fundbox now offer this service 
to SMEs. Small businesses may be drawn to invoice 
factoring to combat regular cash flow shortfalls when 
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invoices are not paid on time or to manage slow periods 
for seasonal businesses. The factoring process can 
either be done for individual invoices or for all invoices. 
The trade-off in fees and discounts on the face value of 
the invoices is usually worth the immediate payment, 
especially when large customers have leverage over 
SMEs and can dictate long payment terms of 45 to 60 
days or more. 

Merchant Cash Advances

Merchant Cash Advances (MCAs) provide a lump-sum 
payment in return for a pre-determined fixed percentage 
of the borrower’s daily (or future) credit and debit card 
sales until the full amount is repaid. The MCA authorizes 
the payment processor of the business to split and 
forward the payment receipts directly to the business 
and the funder as per the agreement. 

It is very important to note that the language of this type 
of agreement is not a loan but acts more like a royalty 
agreement whereby the funder is entitled to a portion 
of future sales. Currently this critical distinction allows 
MCAs to avoid most lending regulations as they are not 
“lenders.” Until this is successfully challenged in a court 
of law or addressed by the legislature or regulators, 
these MCAs act similar to a loan but are not technically 
loans. Borrowers need to understand the terms of the 
agreement and make sure that the sales of the business 
after the portion of sales diverted to the royal payments 
will be sufficient to run their business and cover other 
costs and expenses. 

On the other hand, because the payback is tied to the 
sales levels, borrowers can pay back less in months 
where sales are slower and more in months when 
business is going well – a favored scenario for small 
seasonal businesses that may have little collateral or 
a less than stellar credit history. This type of financing 
has APR rates that are usually very high. Also, the term 
“stacking” of MCAs refers to having multiple MCAs in 
effect at once. This is a dangerous practice as it may 
divert too much of the cash flow of a business to royalty 
payments and create a liquidity crisis that will put them 
out of business and kill the golden goose. 

A New Age of SME Lending

Small business fintech lending has become a fast-
growing industry sector that has increased the speed of 
lending decisions, lowered the cost of obtaining loans for 
the borrower and even offers an appeal for lenders as 
well. The availability of financing speaks to businesses 
that may be scoped out of traditional loans due to their 
size, limited history, past financial performance or equity 
situation. Accelerating the credit approval process also 
appeals to customers who cannot endure the traditional 
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SME lending process and who may not even qualify 
under traditional bank lending guidelines. 

Traditional lenders are adapting their approaches to 
address the changes fintech has brought to the small 
business lending market. Established financial services 
companies are investing in fintech technologies in an 
attempt to attract customers, cut costs and buoy profits. 
In addition, they are purchasing portfolios originated by 
these fintech companies and viewing them as alternative 
origination sources. 

The banks are also viewing these fintech companies 
as corporate banking clients and providing them with 
warehouse lines of credit or securitization services. 
Banks are looking at their scale, brand and customer 
distribution channels to determine how they can match 
fintech’s on-demand services, which market segments 
they want to stay in and which ones they want to 
leave, or if they want to simply change their role in the 
lending supply chain. Some lenders may even look to 

(Continued from page 3)

For questions or comments about 
the issues addressed in this article, 
please contact Jake McDonald, 
CBIZ Credit Risk Advisory Practice 
(610.862.2202) or your local  
CBIZ advisor.

acquire fintech companies to ensure they have a path 
to delivering SME, peer-to-peer and other cutting-edge 
lending options to their customers. 

  UP NEXT
In the next edition of our series, we will discuss how 
banks are addressing pressures from innovators.

Related Reading:  
OCC Regulation of Fintech Companies: Point and 
Counterpoint

BY JAY MESCHKE

As a 25-year veteran of the executive search 
industry, many clients have often asked me 
this question: How do I protect my employees 

from being raided by headhunters or other outside 
recruiting parties?

In the past, it was common practice for recruiters to 
make direct calls into places of business in an attempt 
to coax happily employed individuals to act upon a 
career opportunity.

With the advent and continuum of voicemail, email, 
LinkedIn InMail and text messaging, the old-fashioned 
gatekeeper has been bypassed as interaction has evolved 
to direct communication with a prospective candidate. 

Protecting 
Your Company 
from Employee 
Raiding

Furthermore, it used to be common courtesy to not 
“raid thy competitor.” But, all bets are off in this day 
and age as many companies, including banks, have 
established in-house recruiting arms that proactively 
source individuals similar to search firms. Sound scary? 
It should.

To combat this new era of poaching, I suggest several 
defensive tactics that an organization might choose to 
employ as firewalls:

1.  Take control of your website. Do not overly disclose 
information about your employees on your corporate 
website such as titles, direct phone lines and email 
addresses. Use a more controlled communication 
medium that routes inquiries in a logical and 
appropriate manner.

2.  Assist employees with their LinkedIn presence. 
Many enlightened companies, in the name of 
marketing strategy, offer to assist key employees 
with designing and even administering LinkedIn 
profiles. Creating standardized LinkedIn profiles for 
employees is just good business related to customer 
interaction, and it might make employees think twice 
about utilizing the tool for interacting with recruiters. 
However, I am not proposing that a company needs to 
adopt Big Brother tactics.

3.  Use non-standard email address nomenclature. 
It is generally very easy for recruiters to figure 

Jake McDonald
Philadelphia, PA
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following the housing crash 
and accompanying recession 
require unprecedented 
resources from the bank. In the 
last few years, the process has 
been totally overhauled, demanding 
new technologies and new talents. 
Today’s mortgage department must continue to invest 
in these to ensure their practices are compliant 
and also that their sales professionals are provided 
the advantages to compete in the marketplace. 
Despite these investments, the output of mortgage 
processors, underwriters and closers is a third of what 
it was a decade ago. As a result, the cost to originate, 
per the Mortgage Bankers Association, has doubled 
in the last five years. Bottom line it takes a lot more 
staff – operations and compliance – to manage the 
mortgage application today.
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out a person’s email address for the purpose of 
communicating with targeted individuals. Do not make 
it easy for these recruiters. Instead, use varying styles 
of email addresses for certain departments or level of 
employees in your company. In some cases use first 
initial, last name @company name .com; in other cases 
adopt the use of periods or underscore signs. Again, 
this recommendation may drive your IT Department 
batty, but the outcome may be worthwhile.

Clearly, it would be more advisable to play offense 
rather than being influenced to implement defensive 
tactics. Accordingly, companies would be well-served 
to create a positive corporate environment so that 
people are not tempted to or interested in leaving. 
To do so, design and offer progressive and proactive 
training and development programs to demonstrate that 
the enterprise values its employees. Generally, such 
strategies promote employee loyalty whereby people 
are less likely to respond to unsolicited overtures 

from recruiters. Furthermore, companies may elect 
to consciously craft advancement opportunities (e.g., 
growth or stretch opportunities) or intrapreneurial 
challenges. Collectively, these types of programs 
are proven to work wonders to perpetuate employee 
engagement and retain your best and brightest.

In summary, banks should consider implementing a 
step-wise plan to battle the onset of assertive recruiting 
techniques by third parties. Start with a proactive 
offense and then install defensive measures to give you 
a fighting chance. 

For questions or comments 
about the issues addressed 
in this article, please contact 
Jay Meschke, President, CBIZ 
Talent & Compensation Solutions 
(816.945.5401) or your local  
CBIZ advisor.

(Continued from page 4)

(Continued on page 5)

 During Kurt Noyce’s nearly two decades as 
President, Embrace has become one of the 
nation’s largest Independent Lenders garnering 

multiple awards as one of the Fastest Growing 
Companies in America (Inc. Magazine), Best Medium-
sized Companies to Work for in America (Fortune 
magazine) and the Most Community Involved Company 
in Rhode Island (Providence Business News). Kurt has 
experienced a range of business and financial cycles 
and economic environments within the lending industry. 
He recently spent some time with Kris St. Martin to 
share some insights about the current state of mortgage 
origination.

St. Martin: What challenges are banks facing today 
with mortgage originations?

Noyce: Cost and compliance – both are at historic 
highs. The onslaught of regulations imposed 

Current State of Bank/Credit 
Union Mortgage Originations 

An Interview with Kurt Noyce, President of Embrace Home Loans

INTERVIEWED BY KRIS ST. MARTIN, VP CBIZ Insurance and Bank Program Director

JAY MESCHKE
Kansas City, MO
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St. Martin: The long-anticipated interest rate rises 
have finally begun. How is that impacting banks’ 
mortgage efforts?

Noyce: For many, pretty substantially. While the bell-
weather 30-year fixed rate is not materially higher than 
it was prior to the Fed hikes (or the election), mortgage 
refinancing nationwide has fallen by 50 percent. 
Compound this with the traditional seasonal slowdown in 
home purchases during the winter months, and mortgage 
activity is lighter than any time in the last few years. The 
challenge is how to best align staffing to business levels, 
while maintaining the necessary regulatory controls and 
meeting the service expectations of today’s customers 
and referral partners. This is “The January-June 
Conundrum.” Staff for January and come June’s volume 
increases, your team will be overwhelmed, increasing 
the risk of errors, poor service and the cost of overtime, 
leaving banks scrambling to add talent in a market when 
everyone else is, too. Staff for June and come January, 
your team is under-utilized, and the slower market’s 
revenue generation is aggravated further by your high 
personnel expense line. Refis over the last several years 
smoothed those cycles; not anymore.

St. Martin: What options do banks have given those 
challenges?

Noyce: Three really: (1) Endeavor to upsize/downsize 
the bank’s mortgage operations staff to match business 
levels, making every effort to secure capable and 
committed employees, as you hire/fire; (2) Align with a 
service-provider for your operational tasks, expensing such 
only according to actual business levels; and (3) Exit the 
mortgage business, which many are doing according to 
Inside Mortgage Finance, with banks’ mortgage market 
share falling nearly in half from 2012 to 2016. I guess 
there is a (4), namely, continue to operate unprofitably.

St. Martin: That second options does seem the most 
appealing. How does that work to benefit the bank?

Noyce: We have found the outsourced service provider 
option to work very well, particularly when it is built 
with considerable input from the bank. The profile of a 
bank that is a strong candidate for this type of service is 
easily recognizable: 

n  The bank wants the experience and expertise in 
their mortgage processing, underwriting, closing, 
compliance and capital markets back office, 
without the expense of those talents during the 
slow periods. 

n  The bank wants to devote its energies to focusing 
on its salesforce and business development 
strategies, allowing others to focus on the process, 
the technologies, the vendors and the paperwork.  

We’ve seen that the beneficial outcomes of this 
outsourced approach can be many. Beyond increased 
annual productivity gains – in some cases as high as a 
28 to 42 percent gain – banks often experience improved 
customer service and loan officer satisfaction scores 
and even improved regulatory examination scores. You 
know, these days branding is also a big issue, even for 
banks. The customized third-party solution can do much 
to elevate a bank’s brand, especially when there is an 
exclusive mortgage operations team dedicated to your 
bank and your customers. All the while the bank pays 
only for those services on the loans in process. That 
“meet the need” scenario does deliver benefit and is 
becoming the most popular option, I’d say.

St. Martin: Does it work for any size bank?

Noyce: It does, but the efforts and investments to build a 
customized solution require a critical minimum business 
level. For our solutions, we have found that banks 
originating between $300 and $800 million annually are 
in the best position to make this scenario work. Within 
that range though, the experience created for bank 
customers, other bank departments, the bank’s realtor 
partners and the bank’s communities is exceptional.

Our thanks go to Kurt Noyce for agreeing to this interview. 
If you are interested in further information regarding 
Embrace Home Loan’s customized outsource program, 
you can reach him at 800.333.3004 or  
kurt@embracehomeloans.com. 

Additional mortgage resources: 

Banks 
ICBA Mortgage, ABA endorsed partners 

Credit Unions 
CUNA Credit Union Alliances

(Continued from page 4)

For questions or comments about 
the issues addressed in this article, 
please contact Kris St. Martin, 
CBIZ Bank Insurance Program 
(612.339.7811) or your local  
CBIZ advisor.
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Minneapolis, MN
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BY THE CBIZ CYBER RISK TEAM

 In May 2017 a ransomware attack later named 
“WannaCry” hit more than 200,000 computers across 
the globe. In the weeks after, business leaders 

hurried to evaluate their own cybersecurity strategies for 
inclusion of protective measures against ransomware 
attacks. After all, the WannaCry attack seized critical 
data that rendered nearly 20 percent of hospitals in the 
United Kingdom unable to care for their patients. 

The nature of the WannaCry attack is unique, but 
ransomware itself is not. Ransomware’s ability to 
affect operations can wreak havoc on a company’s 
infrastructure, reputation and finances. Having 
proactive safeguards in place could have protected 
companies and their leadership from falling victim to 
the effects of WannaCry in the first place.

What is Ransomware?
Ransomware is a sophisticated piece of malware, 
or malicious software that is intended to damage 
or disable a computer system. It takes the malware 
a step further, blocking the victim’s access to their 
system or files until they pay a ransom to regain 
access. Usually these ransom payments have a time 
limit before the ransom will increase or the data 
will be destroyed. Because ransomware features 
unbreakable encryption, individual users typically can’t 
decrypt the files on their own.

The information technology community recognizes 
ransomware attacks as early as 1989 when the “AIDS 

Information Introductory Diskette” was distributed to a 
select group of people by Dr. Joseph Popp. The floppy 
disk counted each time the computer was booted 
until the count reached 90 and then encrypted files to 
render the system unusable until a renewal license was 
purchased from PC Cyborg Corporation. Historically, 
ransomware attacks like the AIDS Info Disk required 
some element of human interaction to set the malware 
in motion. This could occur from downloading software 
from a floppy disk or, in more recent years, clicking a 
corrupt link in your email or downloading a corrupt file 
from the internet

What makes WannaCry so interesting is that it didn’t 
rely on users making a mistake in order to become 
successful. The attack was a worm that spread 
itself to random IP addresses, exploiting a Windows 
vulnerability for which Microsoft released a patch in 
March. Worms were very successful in the early days 
of the internet, and WannaCry demonstrates that 
hackers are constantly reinventing their methods to 
stay one step ahead—even if it means returning to 
formerly successful strategies that users no longer 
think to protect themselves against. If hackers are 
evolving, shouldn’t companies evolve how they consider 
cybersecurity?

Proactive Protection is Key
Many companies evaluate their cybersecurity policies 
semi-regularly, but it is often in response to the 
release of a major threat like WannaCry. Taking steps 

Four Steps to Beat Ransomware 
(and Cyber Attacks in General)
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to update cybersecurity policies to address a specific 
attack can help your company protect itself from a 
future attack of a similar nature. However, looking 
backward at history to develop your strategy doesn’t 
necessarily account for future attacks with unique, 
never-before-seen execution methods. Taking the 
following four steps will help you create and implement 
a clear, holistic cybersecurity strategy that should be 
able to work in multiple situations.

Step 1: Create Cybersecurity Procedures and Controls
Cybersecurity is focused on protecting the digital access 
points of data, such as computers, smart phones, 
networks and servers. At a minimum, business leaders 
need to understand what assets are most valuable to 
their company, where they are supposed to reside, where 
they actually reside, who touches them and how access 
to them is managed. Putting together formal internal 
policies, procedures and controls can help your company 
protect its valuable assets, saving money, data and 
reputation in the long run.

Each company has a unique infrastructure, so 
cybersecurity procedures will range in size and 
complexity. Ideally, companies should tailor their 
documented policies, procedures and controls to their 
business and review and test them regularly. Typical 
internal policy documents address industry compliance 
requirements (if applicable), infrastructure (systems 
to guard data), procedures and responsibilities for 
implementation, maintenance, and incident response. 
Internal policies, procedures and controls should 
address vulnerabilities on different types of attack 
vectors because the strategies of hackers keep changing. 
If protection against malware is a concern, policies, 
procedures and controls for backing up data and 
updating security patches on devices should be included.

Step 2: Train Your Users
Once cybersecurity internal policies and procedures are 
documented, it is important for business leaders to share 
those with their company’s users. Studies have shown that 
up to 30 percent of data breaches are related to negligent 
employees or contractors accidentally releasing private 
data. And while WannaCry didn’t rely on the human factor, 
many malware attacks use phishing to exploit users.

At a minimum, users need to understand what their 
company’s cybersecurity policies and procedures 
contain. What best practices should they be 
incorporating into their day-to-day work habits? Who are 
the key personnel tasked with cybersecurity? Even with 
effective training in place, companies should anticipate 
that an incident might still occur—by user mistake 
or otherwise. Training users on what they need to do 
when an incident occurs is another critical component 
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to maintaining security. What should they do if they 
receive a malicious email? Who should they contact if 
their physical device is compromised?

Training should also occur at the senior management 
and board level. Board members, officers and directors 
should periodically review internal cybersecurity policies 
and procedures and document training on the latest 
industry threats, best practices and cyber insurance. 
Not only will the training help executives manage their 
oversight of cyber risk, but it also provides a layer 
of protection against personal liability. After a cyber 
incident occurs, executives could become vulnerable 
to litigation over allegations that management had a 
lack of oversight. Documentation can help provide a 
stronger defense.

Step 3: Cover Yourself with Cyber Liability Insurance
Even with well-documented and tested procedures and 
a team of highly trained users, your company may fall 
victim to cybercrime. You can limit your financial, legal 
and reputational damage by obtaining the coverage of a 
cyber liability insurance policy. The insurance addresses 
two critical risks: first, the liability risk to your business if 
sensitive client or employee information is compromised 
and second, the substantial cost of notifying clients 
that their information has been compromised, credit 
monitoring, fines, legal fees and forensics. The average 
cost per stolen record can run anywhere from $158 to 
$355 depending on the industry class.

Cyber liability insurance policies include a variety of 
coverage options and can vary from policy to policy. If you 
already have a cyber insurance policy in place, evaluate 
the coverage areas that are included and any limitations. 
Your existing policy may not include provisions that cover 
your company against ransomware attacks or require 
data or portable media devices be encrypted. Once you 
have an insurance policy in place and are comfortable 
with its coverage, update your documented cybersecurity 
procedures to account for any insurance policy 
requirements in the event of an incident. If, for example, 
certain vendors need to be used or certain parties need 
to be notified, this should be documented in your overall 
cybersecurity strategy.

Step 4: Prepare to Respond When an Incident Occurs
While a cyber liability insurance policy is a critical 
component of responding to an incident, it cannot fully 
return your company to normal operations. Creating and 
implementing an incident response and recovery plan 
guides your employees and stakeholders on what to do 
if the worst case scenario occurs. All incident response 
plans should include the key team members tasked 
with remediation, communication procedures, critical 
systems and any potential workarounds that can keep 
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operations functioning, and an estimated recovery 
timeline to contain a breach. Documenting a decision-
making process as part of the incident response plan will 
increase the likelihood that your company can act quickly 
and meet recovery deadlines.

State and federal breach notification laws should be 
considered when drafting your incident response plan. 
Compliance will be important, and you will need to plan 
for the timing and cost associated with it. Revisiting 
your company’s cyber liability insurance policy during 
the drafting process is critical as well. Your policy might 
require certain notification procedures be implemented, 
and it will be important to include those contacts in 
your overall incident response plan. Understanding 
and completing what your policy requires you to do will 
increase the probability that the policy will cover you.

Holistic Strategies Withstand the Test of Time
Your primary objective when designing your cybersecurity 
strategy is to identify the critical areas that require 
protection and put the steps in place to protect them 
regardless of the attack vector. Since threats to your 
organization will constantly evolve, having dynamic 
cybersecurity policies and an incident response plan 
in place helps your company prepare to minimize the 
impact of disruptive situations. Including every possible 
scenario will most likely result in a complex document 
that isn’t practical when employees need to act quickly. 
Focusing too narrowly on specific incidents could hinder 
your company’s ability to respond. The key is to not 
overcomplicate the context. Account for critical systems, 
places, people and procedures, and your strategy should 
apply to multiple situations. To add additional safeguards 
consider obtaining a cyber liability insurance policy. 
Review everything annually to account for any changes to 
your business or the risk landscape. 

Related Reading and Additional Information
n Lessons Learned from Cyber Incidents in 2016
n Cyber Risk: Now It IS Daily News
n  Cybersecurity: Why your Business Needs Prevention 

and Protection Measures in Place

For more information about the information presented 
in this article, contact Holly Henderson, CBIZ Risk & 
Advisory Services, 216.525.1924. Additional information 
can also be found online: Risk Advisory Services and 
Cyber Liability Insurance. 
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